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1. Aims

Ourschool aimsto ensurethat all personal data collected about staff, pupils, parents, carers,
governors, visitorsand otherindividualsis collected, stored and processed in accordance
withthe General Data Protection Regulation (GDPR) and the expected provisionsofthe
Data Protection Act 2018 (DPA2018) as set outin the Data Protection Bill. Thisis in keeping
with our School Mission Statement.

This policy appliesto all personal data, regardiess of whetherit isin paper, electronic orany
otherformat.

e 2 legislationand guidance

This policymeetstherequirementsofthe GDPR andthe expected provisions of the DPA 2018.
Itis based on guidance published by the Information Commissioner’s Office (ICO)on the
GDPR andthelCO’'scode of practice forsubject accessrequests.

It meetstherequirements of the Protection of Freedoms Act 2012 whenreferring fo ouruse of
biometric data. It alsoreflectsthe ICO’scode of practice forthe use of surveillance cameras
and personalinformation.

In addition, this policy complieswithregulation 5 of the Education (Pupil Information)
(England) Regulations 2005, w hich gives parents theright of access to theirchild’s
educationalrecord.

e 3. Definitions

Term Definition

Personaldata Any informationrelating to an identified, or
identifiable, individual.
This mayinclude theindividual’s:

e Name (includinginitials)
e |dentificationnumber
e locationdata

e Onlineidentifier, such as ausername
It may also include factorsspecific to the

individual'sphysical, physiological, genetic,
mental, economic, cultural orsocialidentity.

Special categories of personal data Personaldatawhichis more sensitive andso
needs more protection,includinginformation
about anindividual’s:

Racialorethnicorigin

Political opinions

Religious or philosophical beliefs
Trade union membership
Genetics
Health—physicalormental

Sex life or sexual orientation



Processing Anythingdone to personaldata, such as
collecting, recording, organising, structuring,
storing, adapting, altering, retrieving, using,
disseminating, erasing or destroying.
Processing can be automated ormanual.

Data subject The identified oridentifiable individual whose
personaldataisheld orprocessed.

Data controller A person ororganisation that determines the
purposes andthemeansof processing of
personaldata.

Data processor A person orotherbody, otherthanan
employee of the datacontroller, who
processespersonaldata onbehalfofthe
datacontroller.

Personal databreach A breach ofsecurityleadingtothe
accidental orunlawful destruction, loss,
alteration, unauthorised disclosure of, or
access to personaldata.

e 4. Thedataconfroller
"The School” processes personaldatarelating to parents, carers, pupils, staff, governors, visitors
and others, and therefore is a data controller.
The schoolisregistered as a data controller withthe ICO and will renew thisregistration annually
or as otherwise legallyrequired.

e 5. Rolesandresponsibilities
This policy appliesto allstaff employed by ourschool, and to external organisations orindividuals
working on our behalf. Staff who do not complywith this policy willface disciplinary action.

5.1 Governing body
The governingbodyhas overallresponsibility for ensuring that our school complies with all relevant
data protection obligations.

5.2 Data protection officer
The data protection officer (DPO)is responsible for overseeing the implementation of this policy,
monitoring our compliance with data protectionlaw, and developingrelated policies and
guidelineswhere applicable.
They willprovide an annualreport of their activities directly to the governingbodyand, where
relevant, report to them their advice andrecommendations on school data protectionissues.
The DPOis also the first point of contact forindividuals whose data the school processes, and for

thelCO.
Full details of the DPO’s responsibilities are set outin theirjob description.
OurDPQOis Mr J Franks and is contactable via the email address dpo@holycross.bristol.sch.uk

5.3 Headteacher
The Headteacheractsas the representative of the data controlleron a day-to-daybasis.
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5.4 All staff
Staff are responsible for:
Collecting, storing and processing any personal datain accordance with this policy
Informingthe school of anychangesto theirpersonaldata, such as a change of address
Contactingthe DPOin the following circumstances:

With any questions about the operation of this policy, data protectionlaw, retaining personal data
or keeping personal datasecure

If theyhaveanyconcernsthat this policyis not being followed
If theyare unsurewhetherornottheyhave alawful basisto use personaldatain a particularway

If theyneedtorely on orcapture consent, draft a privacynotice, dealwith data protection rights
invoked by anindividual, ortransfer personal data outside the European Economic Area

If there hasbeenadatabreach
Whenevertheyare engagingin a new activitythat may affect the privacyrights ofindividuals
If theyneed help with any contracts or sharing personal data with third parties

e 4. Data protection principles
The GDPRis based on data protection principles that our schoolmust comply with.
The principles say that personal datamust be:
Processed lawfully, fairlyandin a transparentmanner
Collected forspecified, explicit and legitimate purposes
Adequate, relevant andlimitedto whatis necessaryto fulfilthe purposes for whichit is processed
Accurate and, where necessary, keptup todate
Kept forno longerthanis necessaryforthe purposesforwhichitis processed

Processedin awaythat ensuresit is appropriatelysecure
This policysets out how the school aimsto complywith these principles.

e 7. Collecting personaldata

7.1 Lawfulness, fairness and transparency
We willonly process personal datawherewe have oneof 6 ‘lawful bases’ (legal reasons) to do so
underdataprotectionlaw:

The dataneeds to be processedso that the school can fulfila contract with the individual, orthe
individualhas asked the school to take specific steps before enteringinto a contract

The dataneeds fo be processedso that the schoolcan comply with alegal obligation

The dataneedstobe processedto ensure the vitalinterests of the individual e.g. to protect
someone’slife

The dataneeds tobe processedso that the school, as a public authority, can perform a task in
the public interest, and carry out its official functions

The dataneeds to be processedforthe legitimate interests of the schoolor a third party (provided
theindividual'srightsand freedoms are not overridden)

The individual (ortheir parent/carerwhen appropriate in the case of a pupil) has freely given clear
consent

For specialcategories of personaldata, we will also meet one of the special category conditions
for processingwhich are set outin the GDPR and Data Protection Act 2018.

If we offeronlineservicesto pupils, such as classroomapps, and we intendtorely on consentas a
basis for processing, we willget parental consent where the pupilis under 13 (except foronline
counselling and preventive services).



Wheneverwe first collect personal data directly from individuals, w e will provide them with the
relevantinformationrequired by data protectionlaw.

The schoolwillinform parents/carers of all pupil data they collect, processand hold on pupils, the
purposes forwhichthe datais held andthe third partiesto whomit maybe passed. This
informationis available in a privacynotice which will be available to pupilsand parents / carers
through the school website with a hard copy available from the school office.

The PrivacyNoticesfor“The School” can be found as Appendix 1 in thispolicy.

7.2 Limitation, minimisation and accuracy
We willonly collect personal datafor specified, explicit andlegitimate reasons. We willexplain
thesereasons to the individualswhenwe first collect theirdata.
If we want touse personaldata forreasons other than those given whenwe first obtainedit, we
willinform the individuals concerned beforewe do so, and seek consentwhere necessary.
Staffmust only process personal datawhereit is necessaryin order to do theirjobs.
When staff no longerneed the personal datatheyhold, theymust ensure it is deleted or
anonymised. Thiswillbe donein accordance with the school’s Data Retention Schedule
(Appendix 2).

8. Sharing personal data
We willnot normally share personaldata withanyone else, but maydo so where:
There isanissue with a pupil or parent/carer that puts the safety of our staff at risk
We needto liaise with other agencies—we willseek consent as necessary before doing this

Oursuppliers or contractorsneed data to enable us to provideservices to our staff and pupils — for
example, our external catering company. When doing this, we will:

= Only appoint suppliers or contractors which can provide sufficient
guaranteesthat they comply with data protectionlaw

= Establish a datasharing agreement with the supplier or contractor, either
inthe contract oras a standalone agreement, to ensure the fairand
lawful processing of any personaldata we share

= Onlyshare data that the supplier or contractor needs to carry out their
service, and information necessaryto keep them safe while working with
us
We willalso share personal datawith law enforcementand government bodieswherewe are

legallyrequired to do so, including for:

The prevention ordetection of crime and/orfraud

The apprehension or prosecution of offenders

The assessment or collection of ftaxowedto HMRC

In connectionwithlegal proceedings

Where the disclosureis required to satisfy our safeguarding obligations

Research andstatistical purposes, aslong as personal datais sufficiently anonymised or consent
has been provided
We may also share personal datawith emergencyservicesandlocalauthoritiesto help them to

respondto an emergencysituation that affects anyof our pupils or staff.
Where we transfer personal datato a countryorterritory outside the European Economic Area,
we willdo soin accordance with dataprotectionlaw.

e 9. Subjectaccessrequests and other rights of individuals

9.1 Subjectaccessrequests



Individualshave arighttomake a ‘subject accessrequest’ to gain accessto personal information
that the schoolholdsabout them. Thisincludes:

Confirmationthat their personaldatais being processed

Accessto acopyofthe data

The purposesofthe data processing

The categoriesof personaldataconcerned

Who the datahasbeen, orwill be, shared with

How longthe datawill be storedfor, orif thisisn't possible, the criteria used to determine this
period

The source ofthe data, ifnot the individual

Whether any automated decision-makingis being appliedto theirdata, and what the
significance and consequences of this might be for the individual

Subject accessrequests must be submittedin writing by completion of the Subject Access
Request Form (Appendix 3) to the DPO.

If staffreceive a subject accessrequest they mustimmediately forwardit tothe DPO.

9.2 Children and subject accessrequests
Personaldataabouta child belongs to that child, andnot the child's parents or carers. Fora
parent orcarerto make asubject accessrequest with respect to their child, the child must either
be unable tounderstandtheirrightsand the implications of a subject accessrequest, orhave
giventheirconsent.

9.3 Responding to subjectaccessrequests
Whenresponding forequests, we:
e May ask theindividualto provide 2 forms of identification
e May contact theindividual viaphone to confirm the request wasmade
e Willrespond without delay and within 1 month ofreceipt of therequest
e Will provide the information free of charge

e May telltheindividualwe willcomplywithin 3months ofreceipt of the request, where a
requestis complex ornumerous. We willinform the individual of this within 1 month, and
explainwhythe extensionis necessary
We willnot disclose informationifit:

e Might cause serious ham to the physicalormentalhealth of the pupil oranotherindividual

e Wouldrevealthat the childis at risk of abuse, where the disclosure of that information would
not bein the child's bestinterests

e |scontainedin adoptionorparental orderrecords

e Isgiventoacourtin proceedings concerningthe child
If the requestis unfounded orexcessive, we mayrefuse to act onit, orcharge areasonable
fee which takesinto account administrative costs. A request willbe deemed tobe
unfounded orexcessive ifit isrepetitive, or asks for further copies of the same information.
When werefuse arequest, we will tell the individualwhy, and tellthem theyhave theright to
complaintothelCO.

9.4 Other data protectionrights of the individual
In additionto theright to make a subject accessrequest (see above), and to receive information

whenwe are collecting theirdata about how we use and processit (seesection 7), individuals
also have theright to:
Withdraw their consent to processing at anytime

Ask us to rectify, erase orrestrict processing of their personaldata, orobject fo the processing of it
in certain circumstances (See Appendix 4 - Right to be Forgotten Form)



Prevent use of their personal datafordirect marketing
Challenge processingwhichhasbeen justified onthe basis of public interest

Request a copy of agreementsunderwhich their personal datais fransferred outside of the
European Economic Area

Object to decisions basedsolely on automated decision making or profiling (decisions taken with
no humaninvolvement, that might negatively affect them)

Prevent processing that is likelyto cause damage or distress
Be notified of a data breachin certain circumstances
Make a complainttothelCO

Ask for theirpersonal datato be transferred to a third partyin a structured, commonlyused and
machine-readable format (in certain circumstances)
Individuals should submit anyrequest to exercise these rightsto the DPO. If staffreceive sucha

request, theymustimmediately forward it to the DPO.

e 10. Parentalrequeststo see the educationalrecord
Parents, orthose with parentalresponsibility, have alegalright to free access to theirchild’s
educationalrecord (whichincludes mostinformation about a pupil) within 15 school days of
receipt of a written request.

e 12. CCTV
Weuse CCTVin variouslocationsaround the schoolsite to ensure it remainssafe. We willadhere
totheICO's code of practice forthe use of CCTV.
We do not need to askindividuals’ permissionto use CCTV, but wemake it clearwhere individuals
are being recorded. Securitycameras are clearly visible and accompanied by prominent signs
explainingthat CCTVisin use.
Any enquiries about the CCTV system should be directed to MrJ Franks — Data Protection Officer.

e 13. Photographsandvideos
As part of ourschool activities, we maytake photographs and record images of individuals within
ourschool.

Where we need parental consent, we will clearly explain how the photograph and/or video will
be used to boththe parent/carerand pupil. Where we don’t need parental consent, we will
clearlyexplain to the pupilhow the photograph and/or video willbe used.

Uses mayinclude:

Within school onnotice boards andin school magazines, brochures, newsletters, etc.

Outside of school by externalagencies such as the school photographer, newspapers, campaigns
Online on ourschool website orsocialmediapages

Consent can berefused orwithdrawn at anytime.If consentis withdrawn, we willremove the
photographorvideo and not distribute it further, orwe willremove the name andblurout the
childsface.

See ourlCTAcceptable Use Policy - Staff formore information on our use of photographs and
videos.

e 15. Data protection by design and default
We willput measuresin place toshow that we have integrated data protection into all of our
data processing activities, including:



Appointing a suitably qualified DPO, and ensuring theyhave the necessaryresources to fulfil their
duties and maintain theirexpert knowledge

Only processing personaldata that is necessary foreach specific purpose of processing, and
alwaysinline withthe data protection principles set out inrelevant data protectionlaw (see
section 6)

Completing privacyimpact assessments where the school's processing of personal data presents
a highrisk torightsand freedoms of individuals, and whenintroducing new technologies (the DPO
willadvise on thisprocess)

Integrating data protectionintointernal documents including this policy, anyrelated policiesand
privacynotices

Regularly fraining members of staff on data protectionlaw, thispolicy, anyrelated policiesand
any otherdataprotection matters; wewillalso keep arecord of attendance

Regularly conductingreviews and audits to fest our privacy measuresand make sure we are
compliant

Maintaining records of our processing activities, including:

For the benefit of datasubjects, making available the name and contact details of ourschool
and DPO and allinformationwe are requiredto share about how we use and process their
personaldata (via our privacynotices)

For all personal datathat we hold, maintaining aninternalrecord of the type ofdata, data
subject, how andwhywe are using the data, any third-partyrecipients, how andwhywe are
storing the data, retention periodsand how we are keeping the data secure

e 16. Data security and storage of records
We willprotect personaldata andkeep it safe from unauthorised or unlawful access, alteration,
processing or disclosure, and against accidental orunlawfulloss, destruction ordamage.
In particular:

Paper-basedrecordsand portable electronic devices, such aslaptopsand hard drives that
contain personaldata are kept secure whennotinuse

Papers containing confidential personal datamust not be left on office and classroom desks, on
staffroomtables, pinned to notice/displayboards, orleff anywhere else where there is general
access

Where personalinformationneeds to be taken offsite, staff must signitin and out from the school
office

Passwords that are at least 8 characterslong containinglettersand numbers are used to access
school computers, laptops and other electronic devices. Staff are remindedto changetheir
passwordsat regularintervals

Portable devices such as USB data Sticks orremovable media are onlyto be used for planning
where nodataisinvolved.

Staff, pupils orgovernors who store personalinformation on their personal devices are expectedto
follow the same security procedures as for school-owned equipment (see our ICT Acceptable Use
Policy- Staffon acceptable use)

Where we need toshare personal datawith a third party, we carryout due diligence and take
reasonable stepsto ensureit is storedsecurely and adequately protected (seesection 8)

e 17. Disposal ofrecords

Personaldatathatisno longerneededwill be disposed of securely. Personaldatathat has
becomeinaccurate orout of date willalso be disposed of securely, where we cannot ordo not
needtorectifyorupdateit.

Forexample, we willshred orincinerate paper-basedrecords, and overwrite or delete electronic
files. We mayalso use a third party to safely dispose ofrecords onthe school’'sbehalf. Ifwe do so,



we willrequire the third party to provide sufficient guarantees that it complies with dataprotection
law.

18. Personal data breaches
The schoolwillmake allreasonable endeavoursto ensure that there are no personal data
breaches.
In the unlikely event of a suspected databreach, we wil follow the procedure set outin Appendix
6.
When appropriate, we willreport the data breach to the ICO within 72 hours. Such breachesin a
school contextmayinclude, but are notlimitedto:

A non-anonymised dataset being published onthe schoolwebsite which shows the exam results
of pupils eligible for the pupil premium

Safeguarding infomation being made available to an unauthorised person

The theff of a schoollaptop containing non-encrypted personal data about pupils

e 19. Training

All staffand governors are provided with data protection training as part of theirinduction process.
Data protectionwillalso form part of continuing professional development, where changesto
legislation, guidance orthe school's processesmake it necessary.

e 20. Monitoring arrangements

The DPOisresponsible formonitoring and reviewing this policy. It will be approved by the Resources
Committee of the Governing Body.

This policywillbereviewed andupdated if necessarywhen the Data Protection Billreceives royal
assentand becomes law (as the Data Protection Act 2018) — if any changes are made to the bill
that affect ourschool’s practice. Otherwise, or from then on, this policy willbe reviewed every year
by the Finance and Premises Committee and shared with the Full Governing Body.

e 21. Links with other policies
This data protection policyis linkedto our:
e Freedom ofInformation Publication Scheme
e Online SafetyPolicy
e Safeguarding and Child Protection Policy
e |CTAcceptable Use Policies
o StaffCode of Conduct

e StaffDisciplinary Policy|
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1.

Appendix 1: Privacy Notices
Privacy Notice (How we use pupil information)

This Privacy Notice is designedto explain to pupilswhat data “The School” holds about
them, howwe use that data andwho we shareit with. This Notice w as approved for
publicationon 15 May 2018 andiis freely available on the school website.

The categories of pupilinformation that “The School” stores:

e Personalinformation
o Fullname, Date of birth, Unique pupilnumber, Exam candidate number, Address,
Gender, Schoolhistory, Photograph, CCTVimages capturedin school

e Parentalinformation
o Telephone numbers, Email addresses, Address, Relationship to pupil, Language

e Registrationinformation
o Registration group, Year group, Admission date, Admission number, Enrolment
status

e Characteristics
o Ethnicity, Language, Nationality, Country of birth, Free schoolmeal eligibility,
Religion, Transport method, Trav eller status, Biometric details

e Medicalinformation
o Medical conditions, Medical Practice details, Medical events, Dietary
requirements

e Special EducationalNeeds (SEN) and Disabilityinformation
o SEN status, SENreviews, Education Health Care Plan (EHCP)reviews, Reading age,
Learning difficulties, Spelling age

e Atftendanceinformation
o Percentage attendance, Sessions attended, Number of absences, Absence
reasons

e Assessmentinformation
o Subjectsstudied, Timetable, Spotlight reports, Exam grades

e Behaviouralinformation
o Achievements, Behaviourincidents, Exclusionsincludingreason and length of
exclusion, Detentions including attendance record, Behaviour stage

e Careersinformation
o Dateofleaving, Reasonforleaving, Destination uponleaving

Why we collect and use thisinformation

We use pupil data:
to support pupillearning
to monitorandreport on pupil progress
to provide appropriate pastoral care
to assessthe quality of ourservices
to complywiththe law regarding data sharing



The lawful basis on which we use this information
We collect and use pupil information under Article 6 of the General Data Protection

Regulation (GDPR) because it is necessaryforthe performance of the school -itisin the
publicinterest forthe schoolto haveall the information it needs to educate pu pils
effectively. Sometimeswe collect and use extra pupil information and the schoolseeks the
consent of the pupil (ortheir parentif the pupilis below the age of 13) in these instances. We
also collect and use pupilinformation under Article 9 of the GDPR because itisin the public
interest forusto doso.

Collecting pupil information

Whilst the majority of pupil information provided to usis mandatory, some of it is provided to
uson a voluntarybasis. In orderto comply with the General Data Prote ction Regulation, we
willinform pupils and parents/carers whether they are required to provide certain pupil
informationto us orifthey have a choicein this.

Storing pupildata

We hold pupildatain the pupilfile (paper and electronic) until the pupilhas reached the
age of 25. There are instanceswhere the school holds onto certain dataforlonger. Please
refer to the Data Protection Policyand the DataRetention Table thatis included there fora
fulllist of how long we store pupil datafor.

Who we share pupilinformation with
We routinelyshare pupilinformation with:
e schoolsthatthe pupil attendsafterleaving us
e Bristol City Council
e the Department for Education (DfE)
e Independent CareersService (NEWS)
e SchoolNurse

e Third-parties who provide educational resources andservices (please contact the
Data Protection Officer on dpo@holycross.bristol.sch.uk for a full list)

Why we share pupil information
We do not share information about our pupils with anyone without consent unless the law

requiresustodo so.

We share pupildata with the Department for Education (DfE) on a statutory basis. This data
sharing underpinsschool funding and educational attainment policy and monitoring.

We are required to share information about our pupils with ourlocal authority (LA) and the
Department for Education (DfE) undersection 3 of The Education (Information About
Individual Pupils) (England) Regulations 2013.

Data collectionrequirements:
To find out more about the data collectionrequirements placed on us by the Department for

Educationgoto https://www.gov.uk/education/data-collection-and-censuses-for-schools

The National Pupil Database (NPD)
The NPD is owned and managed by the Department for Education and containsinformation
about pupilsin schoolsin England. It providesinvaluable evidence on educational
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performance toinformindependent research, as well as studies commissioned by the
Department.ltis held in electronic format for statistical purposes. Thisinformation is securely
collected from arange of sourcesincluding schools, local authorities and awarding bodies.

We are required by law, to provide information about our pupils to the DfE as part of
statutorydatacollectionssuch as the school census. Some of this informationis then stored in
the NPD.Thelaw that allows thisis the Education (Information About Individual Pupils)
(England) Regulations 2013.

To find out more about the NPD, go to
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-
supporting-information.

The department mayshare information about our pupils from the NPD with third partieswho
promote the education orwell-being of childrenin England by:

conducting research or analysis

producing statistics

providinginformation, advice orguidance

The Department hasrobust processesin placeto ensure the confidentiality of ourdataiis
maintained and there are stringent controls in place regarding access and use of the data.
Decisions onwhether DfE releases data to third parties are subject to astrict approval
process andbasedon a detailed assessment of:

whoisrequesting the data

the purpose forwhichit isrequired

thelevel andsensitivity of datarequested: and

the arrangementsin placeto store and handlethe data

To be granted accessto pupilinformation, organisations must comply with strict terms and
conditions covering the confidentialityand handling of the data, security arrangements and
retention anduse of the data.

For more information aboutthe department’s data sharing process, please visit:
https://www.gov.uk/data-protection-now-we-collect-and-share-research-data

Forinformation about which organisations the department has provided pupilinformation,
(and forwhich project), please visit the following website:
https://www.gov.uk/government/publications/national-pupil-database-requests-received

To contact DfE: https://www.gov.uk/contact-dfe

Requesting access to your personal data

Underdata protectionlegislation, parents and pupils have theright torequest access to
information about them that we hold, known as a Subject Access Request (SAR). To make a
SAR, orbe givenaccessto an educational record, we ask requestersto complete a SAR
Form which is available on the school website orby contacting the Data Protection Officer
by emailing dpo@holycross.bristol.sch.uk

Parentsand pupils also havetheright to:

e oObjecttoprocessing of personaldatathatislikelyto cause, oris causing, damage or
distress

e preventprocessing forthe purpose of direct marketing
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e objecttodecisionsbeingtakenbyautomatedmeans
e incertaincircumstances, have inaccurate personal data rectified, blocked, erased
or destroyed; and

e claim compensation fordamagescausedbya breach ofthe Data Protection
regulations

If you have a concernabout the waywe are collecting orusing your personaldata, we
request that you raise your concernwith usin the firstinstance. Alternatively, you can
contact the Information Commissioner’'s Office at https://ico.org.uk/concerns/

Contact
If you would like to discuss anythingin this privacy notice, please contact the Data Protection

Officer by emailing dpo@holycross.bristol.sch.uk


https://ico.org.uk/concerns/

Privacy Noticefor Parents / Carers

This PrivacyNotice is designedto explainto parentsand carers what data “The School”
holdsaboutthem, howwe use that data andwho we shareit with. This Nofice was
approved forpublication on 15 May 2018 and s freely available on the school website.

The categories of informationthat “The School” stores:
e Personalinformation
o Fullname, Date of birth, Address, Gender, Telephone numbers, Email address,
Address, Relationship to pupil, CCTVimages capturedin school

e Characteristics
o Ethnicity, Language

Why we collect and use thisinformation
We use pupil data:

to support pupillearning
to report on pupil progress
to provide appropriate pastoral care

The lawful basis on which we use this information
We collect and use information about parents/carersunder Article 6 of the General Data

Protection Regulation (GDPR) because it is necessary for the performance of the school - it is
inthe publicinterest forthe schoolto have allthe informationit needs to educate pupils
effectivelyandinform parents/carers about thiseducation. Sometimeswe collect and use
extrainformation and the schoolseeks the consent of the parent/carerin theseinstances.
We also collect anduse pupilinformation under Article 9 of the GDPR becauseitisin the
publicinterest forusto do so.

Collecting information

Whilst the majority of information provided to usis mandatory, some ofit is providedtous on
a voluntarybasis. In orderto comply with the General Data Protection Regulation, we will
inform parents/carerswhether they are required to provide certaininformationto us orif they
have achoicein this.

Storing information

We hold information about parents/carersin the pupilfile (paper and electronic) until the
pupilhasreachedthe age of 25. There are instanceswhere the school holds onto certain
dataforlonger.Pleasereferto the DataProtection Policy and the Data Retention Table that
isincluded there for a fulllist of how longwestore datafor.

Who we shareinformation with
We routinelyshare information about parents/carers with:

e schoolsthatthe pupilattendsafterleaving us
e Bristol City Council

e the Department for Education (DfE)

e Independent CareersService (NEWS)

e Third-parties who provide educational resources andservices (please contact the
Data Protection Officer on dpo@holyycross.bristol.sch.uk for a full list)

Why we shareinformation
We do not share infomation without consent unless the law requires us to do so.
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We share pupildata (whichincludes information about parents/carers) with the Department
for Education (DfE) on a statutory basis. This datasharing underpins school funding and
educational attainment policy and monitoring.

Data collectionrequirements
To find out more about the data collectionrequirements placed on us by the Department for
Education goto https://www.gov.uk/education/data-collection-and-censuses-for-schools.

Requesting access to your personaldata

Underdata protectionlegislation, parents/carershave the right forequest accessto
information about them that we hold, known as a Subject Access Request (SAR). To make a
SAR, orbe givenaccessto an educationalrecord, we ask requestersto complete a SAR
Form which is available on the school website or by contacting the Data Protection Officer
by emailing dataprotection@stberns.bristol.sch.uk.

Parents/carersalsohave alegalright to accessto their child’'s educationalrecord.To
request access, please contact the school office.

Parents/carerscan make arequest withrespect to their child's datawhere the childis not
able to understand theirrights over theirown data (usuallyunderthe age of 13), orwhere
the childhas provided written consent.

Parents/carersalso have theright to:

e objecttoprocessing of personaldatathatislikelyto cause, oris causing, damage or
distress

e preventprocessing forthe purpose of direct marketing
e objecttodecisionsbeingtakenbyautomatedmeans

e incertaincircumstances, have inaccurate personal datarectified, blocked, erased
or destroyed; and

e claim compensation fordamagescausedbya breach ofthe Data Protection
regulations

If you have a concernabout the waywe are collecting or using your personaldata, we
request that you raise your concernwith usin the firstinstance. Alternatively, you can
contact the Information Commissioner’s Office at https://ico.org.uk/concerns/

Contact
If you would like to discuss anythingin this privacy notice, please contact the Data Protection
Officer by emailing dataprotection@stberns.bristol.sch.uk.



https://www.gov.uk/education/data-collection-and-censuses-for-schools
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Privacy Notice (How we use school workforce information)

This PrivacyNotice is designedto explain to the school workforce what data “The School”
holdsaboutthem, howwe use that data andwho we shareit with. This Nofice was
approved forpublication on 15 May 2018 and is freely available on the school website.

The categories of school workforce information that we collect, process, hold and share
include:

e Personalinformation
o Name, Address, Telephone number, Email address, Nationalinsurance
number, Marital status, Disabilities, Staffidentification code (initials), Sort code,
Account number, Medicalinformation, Dietaryrequirements, C arinformation,
Next ofkin details, Photograph, CCTV images captured in school
e Special categoriesof dataincluding characteristics information
o Gender, Age and date of birth, Ethnic group, Religion, Languagesspoken,
Nationality, Biometric details
e Contractinformation
o Start date,Leaving date, Previous employer, Hoursworked, Job title, Salary
information, Payrollnumber, CPDrecord, DBS check information, Appraisal
information, Lesson observationinformation
e Work absenceinformation
o Numberofabsences, Reasonsforabsence

e Qualifications
o Subjectstaught, QTS status

Why we collect and use thisinformation
We use schoolworkforce datato:

e enablethe development of a comprehensive picture of the workforce and how it is
deployed

e informthe development ofrecruitment andretention policies
e enableindividualsto be paid

The lawful basis on which we process thisinformation

We process thisinformation under Article 6 of the GDPR as it isin the publicinterest that our
workforce is effectively deployed to teach and support the education of ourstudents and
that staff welfareis considered to ensure students are taughtin a happy and supportive
environment. We also processinformation under Article 9 of the GDPR becauseitisin the
publicinterest forus to operate effectively and with allavailableinformation at our disposall.

Collecting thisinformation

Whilst the majority ofinformation you provide to usis mandatory, some ofit is providedto us
on a voluntarybasis. In orderto complywith data protection legislation, we willinform you
whetheryou are requiredto provide certain school workforce informationto us orif you have
a choicein this.

Storing this information
We hold schoolw orkforce dataforthe length of employment at the school, plus six years.

We willpermanentlykeep a record of the employee’sname, employmentdates andjob
role for historical purposes.

Who we share thisinformation with
We routinelyshare thisinformation with:

e ourlocalauthority



e the Department for Education (DfE)
e third partysupplierswho provide goodsand servicesto the school

Why we share school workforce information
We do not share information about workforce members with anyone w ithout consent unless

thelaw andourpoliciesallow us fo do so.

Local authority

We are required to share information about our workforce members with ourlocal authority
(LA) undersection 5 of the Education (Supply of Information about the School Workforce)
(England) Regulations 2007 and amendments.

Departmentfor Education (DfE)

We share personaldata withthe Department for Education (DfE) on a statutory basis. This
datasharing underpins workforce policy monitoring, evaluation, and links to school funding /
expenditure and the assessment of educational attainment. We are required to share
information about ourschool employees with ourlocal authority (LA) and the Department for
Education (DfE) undersection 5 of the Education (Supply of Information about the School
Workforce) (England) Regulations 2007 and amendments.

Third Party Suppliers

We share information with third party suppliers to ensure that appropriate accessis givento
any service theyprovide. We also share information so that they can effectively provide their
service.

Data collectionrequirements

The DfE collects and processes personal data relating to those employed byschools. All state
funded schools are required to make a census submission because itis a statutoryreturn
undersections 113 and 114 of the Education Act 2005.

To find out more about the data collectionrequirements placed on us by the Department for
Educationincluding thedata that we share with them, go to
https://www.gov.uk/education/data-collection-and-censuses-for-schools.

The department mayshare information about schoolemployees with third partieswho
promote the education orwell-being of children or the effective deployment of school staff
in England by:

e conductingresearch oranalysis

e producingstatistics

e providinginformation, advice orguidance

The Department hasrobust processesin placeto ensure that the confidentiality of personal
datais maintained and there are stringent controlsin place regarding accessto it and its
use. Decisionson whether DfE releases personaldata to third parties are subject to a strict
approvalprocessand based on a detailed assessment of:

e whoisrequesting the data

e thepurpose forwhichitisrequired

e thelevel andsensitivity of datarequested; and

e thearangementsin placeto securelystore andhandlethe data

To be granted accessto school workforce information, organisationsmust comply withits


https://www.gov.uk/education/data-collection-and-censuses-for-schools

strict terms and conditions covering the confidentiality and handling of the data, security
arrangements andretentionand use of the data.

For more information about the department’s data sharing process, please visit:
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data

To contact the department: https://www.gov.uk/contact-dfe

Requesting access to your personaldata

Underdata protectionlegislation, you have theright torequest accessto information about
you that we hold. To make arequest foryour personalinformation, we ask you to complete
a Subject Access Request Form (SAR Form) from the school website. Furtherinformation can
be obtained bycontacting the Data Protection Officer by emailing
dpo@holycross.bristol.sch.uk.

You also have theright to:

e objecttoprocessing of personaldatathatislikelyto cause, oris causing, damage or
distress

e preventprocessingforthe purpose of direct marketing
e objecttodecisionsbeingtakenbyautomatedmeans

e incertaincircumstances, have inaccurate personal datarectified, blocked, erased
or destroyed; and

e claimcompensation fordamagescausedbya breach ofthe DataProtection
regulations

If you have aconcernabout the waywe are collecting orusing your personaldata, we ask
that you raise your concernwith usin the firstinstance. Alternatively, you can contact the
Information Commissioner’'s Office at https://ico.org.uk/concerns/

Further information
If you would like to discuss anythingin this privacy notice, please contact the Data Protection
Officer by emailing dpo@holycross.bristol.sch.uk.
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e Appendix2: Data Retention Schedule

Governing Body

Data ltem Retention Period
Governing Body Agendas Permanent
GoverningBodyMinutes Permanent
Governing Body Minutes - Inspection Copies 3 years
Reportspresentedto the Governing Body 6 years
Instruments of Government including Articles of Association Permanent
Trusts and Endowmentsmanaged by the Governing Body Permanent
Action planscreated and administered by the Governing Body 3 years
Policydocuments created and administered by the Governing Body 3 years
Recordsrelating to complaints dealf with bythe Governing Body 6 years
AnnualReports createdundertherequirements of the Education 10 years
Regulations 2002

Proposals concerning the change of status of a maintained school 3 years

Senior Leadership Team

Data ltem

Retention Period

Logbooksofactivitymaintained by the Headteacher

Minimum é years

Notesof SLT Meetings and otherinternaladministrative bodies 3 years
Reportscreated bythe Headteacher orother SLTmembers 3 years
Records createdby the Headteacher, SLT, ACOs orotherstaff with 6 years
administrative responsibilities

Correspondence created bythe Headteacher, SLT, ACOs or other staff 3 years

with administrative responsibilities

Professional Development Plans

6 years after
completion

SchoolDevelopment Plans

3 years after
completion

Admissions Process

Data ltem

Retention Period

All recordsrelating to the creation andimplementation of the School
Admissions Policy

3 years

Successfuladmission 1 year after
admission
Unsuccessful admission 1 year after
resolution
Register of Admissions Permanent
Casual Admissions 1 year
Proofsof address supplied bythe parent 1 year




SupplementaryInformation Form - successful admission

Placed onto pupil
file

SupplementaryInformation Form - unsuccessful admission

Resolution of
appeal

Appeals Records

Resolution of
appeal

Operational Administration

Data ltem

Retention Period

Generalfile series

5vyears

Recordsrelatingto the creation and publication of the school prospectus 3 years
Recordsrelatingto the creation and distribution to staff, parents and pupils | 1 year
Newsletters 1 year
Visitor booksand Signingin Sheets 6 years
Recordsrelatingfo the creation and publication of the schoolprospectus 6 years

Recruitment

Data ltem

Retention Period

Allrecordsleading up fo the appoinfment of a new Headfeacher

6 years

AllrecordsTeadingup fo the appoinfment of a new member of staff - 6 months
unsuccessful candidate

All recordsleading up to the appointment of a new member of staff - Added to staff
successful candidate personalfile
Pre-employmentvettinginformation - DBS Checks 6 months
Proofsofidentity collected as part of process of checking '‘portable’ Added to staff
enhanced DBS disclosure personalfile
Pre-employmentvettinginformation - Evidence proving therighttoworkin | Added to staff
the UK personalfile

Operational Staff Management

Data ltem

Retention Period

Staff Personal File

6 years after
termination of
employment

Timesheets

6 years

Annual appraisals

5 years




Disciplinary Process

Data ltem

Retention Period

Allegation of a child protection nature against a member of staff where
the allegationis unfounded

Normal Retirement
Age or 10 years,
whicheverislonger

Verbal Warning

6 months

First Written Warning 6 months
FinalWarning 18 months
Casenotfound (notchild protection) Immediate

Health and Safety

Data ltem

Retention Period

Health andSafetyPolicy Statements

3 years

Health andSafetyRisk Assessment 3 years
Recordsrelatingto an accident orinjury at work 12 years
AccidentReport - Adult 6 years

Accident Report - Child

Child turns 25

Control of SubstancesHazardous to Health 40 years
Asbestos monitoringrecords 40 years
Radiation monitoring records 50 years
Fire Precautionlogbooks 6 years

Payroll and Pensions

Data ltem Retention Period
Maternity payrecords 3 years
Records held under Retirement BenefitsScheme Regulations 1995 6 years

Risk and Asset Management

Data ltem

Retention Period

Employer's Liability Insurance Cerfificafe

Closure ofthe
School+ 40 years

Inventories of furniture and equipment

6 years

Burglary, theft and vandalism reports

6 years




Finance

Data ltem

Retention Period

Annual Accounts

6 years

Loans and grants managedby the school

Last payment date

+ 12 years
All recordsrelating to the creation and management of budgets 3 years
Invoices, receipts, orderbooksandrequisitions, deliverynoftices 6 years
Recordsrelatingto the collection and banking of monies 6 years
Recordsrelatingto theidentification and collection of debt 6 years
SchoolFund - Chequebooks 6 years
SchoolFund-Payingin books 6 years
SchoolFund-Ledger 6 years
SchoolFund-Invoices 6 years
SchoolFund-Receipts 6 years
SchoolFund - Bank statements 6 years
SchoolFund - JourneyBooks 6 years

All recordsrelating to the management of contfracts underseal

Last payment date
+ 12 years

All recordsrelating to the management of contracts under signature

Last payment date
+ 6 years

Recordsrelatingto the monitoring of contracts 2 years
Free School Meals Registers 6 years
SchoolMeals Registers 3 years
SchoolMeals Summary Sheets 3 years

Property Management

Data ltem

Retention Period

Title deeds of properties belonging to the school

Permanent

Plans of propertybelonging to the school

Permanently w hilst

ownedbythe
school
Leases of propertyleased byor to the school 6 years
Recordsrelatingto theletting of school premises 6 years
All recordsrelating to the maintenance of the school carried out by 6 years
contractors
Allrecords relating fo fhe mainfenance ofthe schoolcarriedoufbyschool | 6 years

employeesincluding maintenancelog books




Pupil Management

Data ltem Retention Period
Pupil's Educational Record (ie Pupil File) Untilpupilis 25
Examination Results (Public) Permanent
(Register of
Admissions)
Examination Results (Internal Exams) Untilpupilis 25
Child Protectioninformation held on the pupilfile. Untilpupilis 25
Child Protectioninformation heldin separate files. Untilpupilis 25
Attendance Registers Untilpupilis 25
Correspondence relating to authorised absence 2 years
SpecialEducationalNeeds files, reviews and Individual Action Plans Unfilpupilis 25
Statement maintained undersection 234 of the Education Act 1990 and Untilpupilis 25
any subsequentamendments
Advice andinformation providedto parents regarding educationalneeds | Untilpupilis 25
Accessibility Strategy Untilpupilis 25

Curriculum Management

Data ltem

Retention Period

Curriculum Returns

3 years

Examination Results

Permanent

Examination Papers

Untilany appeal

processis

complete
Published Admission Number (PAN)Reports 6 years
Value Added and Contextual Data 6 years
Self Evaluation Forms 6 years
Schemesof Work 1 year
Timetables 1 year
ClassRecord Books 1 year
Mark Books 1 year
Recordofhomeworkset 1 year

PupilWork

1 year




Extra-Curricular Activities

Data ltem

Retention Period

Records createdto obtain approvaltorun an Educational Visit outside the
Classroom

Date of Visit + 10
years

Parental consent formsforschooltripswhere there hasbeen no major
incident

Conclusion of visit

Parental consent formsforschooltrips where there hasbeen a major
incident

DOB of the pupil
involved + 25 years

Walking Bus Registers

3 years

Family Liaison Officers and Home School Liaison Assistants

Data ltem Retention Period

DayBooks 2 years

Reportsforoutsideagencies When childleaves
the school

Referral forms Untilreferralis
closed

Contact datasheets End of academic
year

Contact database enftries End of academic
year

Group Registers 2 years

Central Government and Local Authority

Data ltem Retention Period

SecondaryTransfer Sheets 2 years

Attendance Returns 1 year

SchoolCensus Returns 5 years

Circularsand otherinformation sent from the Local Authority

Operational use

OFSTED Reportsand papers

Life ofthereport

Returnsmade to centralgovernment

6 years

Circularsand otherinformation sent from the centralgovernment

Operational use




e Appendix3: Subject Access Request Form

Please write in BLACK in BLOCK C APITAL LETTERS inside the boxes.

| am the DataSubject (The person the informationis about): |:|

OR

| am acting onbehalf of the Data Subject: I:I

Note:If you are seekinginformation on behalf of someone whoisunable to act
for themselves, you must explain your relationship, what information you require
and whyitisrequired. Please note thatinformationrelating to someone else will

not be disclosed withoutthe datasubject’s written consent or an appropriate
Court OrderorPower of Attorney. Accordingly | enclose:

The DataSubject’s written consentto disclosure of the informationrequested at
Part 2:

A Court Order permittingrelease of the informationrequested at Part 2:

My relationship to the data subjectis:
(Please specifye.g. Doctor/Solicitor/Spouse/Civil Partner/Parent/Sibling)

Part 1: Data Subject Personal Details

Forena Titl
Surname
me(s) e
Email
Date of Birth Addres
s
Telep
hone
Address NUMb
er

Please explainyour relationship
withthe school (e.g. past pupil,
former staff member)

Dates attended or worked at
“The School”

Please provide the address you would like fhe information senf fo. If you are
completing thisform onbehalf of someoneelse, please complete this section

foo.
Sumame Forena Titl
me(s) e
Email Address

Telep

hone

Address NUMD

er




Part 2: Information Requested

Please state detailsabout the information you are requesting. Please be as detailed as you can, and
where possible, include dates.

Forexample:Iwouldlike to have detailsfrom mybehaviourrecord whenl attendedthe school
between 2005 and 2009.

“The School” willuse the information providedtolocate the data sought. Yourrequest willbe
processedin accordance withthe General Data Protection Regulation.

Part 4- Declarationby Requestor

Namein Capitals:
Signature:
Date:

Verification of identity is required before yourrequest can be processed

I enclose as verification of Passport Driving Licence | UtilityBill Other

identitya copyof my |:| |:| |:| |:|

I declare that, to the best of my knowledge, the information I have provided on this formis correct

Signafure Print Name

Date




e Appendix4: Rightto Be Forgotten Form

Important: Proof of identity (e.g. drivers licence, passport) must accompany this form.

FullName

Address

Contactnumber*

Email addresses*

* The school may need to contact you to discuss your request.

Please tick the box which applies to you:

Student Parent/Carerof | FormerStudent | CurrentStaff Former Staff
student

a ] [m] a [m}

Age: Name of Year ofleaving: Years From/To:

Year group: Student:

House:

[insert name] wish to have the data detailed below

which “The School” holds about me erased. | am making thisrequest under Article 17 of the
General Data Protection Regulation.
Details of the information you wish to have erased:

Please note that yourright to request erasure is not absolute and may be declined by “The
School” in certain cases. The School will fully explain this to you if this is the case.

Signed

Date

Please return this form to: Data Protection Officer, at School




e Appendix é: Personal data breach procedure

This procedure is based on guidance on personal data breaches produced by the ICO.

e Onfindingorcausing abreach, orpotential breach, the staff memberordata
processor mustimmediately notifythe DPO

e The DPOwillinvestigate thereport, and detemine whether a breach has occurred.
To decide, the DPOwillconsider whether personal data has been accidentally or

unlawfully:
o Lost
o Stolen

o Destroyed
o Altered
o Disclosedormade available where it shouldnot have been

o Made available to unauthorised people
e The DPOwillalert the Headteacherand the chairof governors

e The DPO willmake allreasonable efforts to contain and minimise the impact of the
breach, assisted byrelevant staff members or data processors where necessary.
(Actionsrelevant to specific datatypes are set out at the end of this procedure)

e The DPOwillassess the potential consequences, based on how serioustheyare, and
how likelytheyare to happen

e The DPOwillwork out whetherthe breach must bereportedto the ICO. Thismust be
judgedon a case-by-case basis. To decide, the DPOwill consider whetherthe
breachislikelyto negatively affect people’srightsand freedoms, and cause them
any physical, material ornon-materialdamage (e.g. emotional distress), including
through:

o Lossofcontrol overtheirdata

o Discrimination

o Identifytheft orfraud

o Financialloss

o Unauthorisedreversal of pseudonymisation (forexample, key-coding)
o Damage toreputation

o Lossofconfidentiality

o Any othersignificant economic orsocial disadvantage to theindividual(s)

concerned
Ifit'slikelythat there will be arisk to people’srightsand freedoms, the DPO must notify
thelCO.

e The DPOwilldocument the decision (eitherway), in caseitis challenged at alater
date bythelCO oranindividual affected by the breach. Documented decisions are
storedon the school's computersystem.

e WherethelCOmustbe notified, the DPOwilldo thisvia the ‘report a breach’ page
of the ICO website within 72 hoursof the breach beingreported. Asrequired, the
DPO willset out:

o A descriptionofthe nature of the personaldatabreach including, where
possible:



= The categoriesand approximate number ofindividuals concerned

= The categories and approximate number of personal datarecords
concerned

o Thenameandcontactdetaisofthe DPO
o A descriptionofthe likelyconsequencesofthe personaldata breach

o A descriptionofthe measures thathave been, orwill be taken, to deal with
the breach and mitigate any possible adverse effects onthe individual(s)
concerned

e [f allthe above detailsare notyet known, the DPO willreport as much as theycan
within 72 hours. The report willexplain that there is a delay, the reasonswhy, and
whenthe DPO expectstohavefurtherinformation. The DPO will submit the remaining
information as soon as possible

e The DPOwillalso assesstherisktoindividuals, againbasedon the severityand
likelihood of potential or actualimpact. If therisk is high, the DPO willpromptlyinform,
in writing, allindividuals whose personaldatahas been breached. This notification will
set out:

o Thenameandcontactdetaisofthe DPO
o A descriptionofthe likelyconsequencesofthe personaldata breach

o A descriptionofthe measures thathave been, orwill be, takento deal with
the databreach and mitigate any possible adverse effectsonthe
individual(s) concerned

e The DPO willnotifyanyrelev ant third parties who can help mitigate the lossto
individuals - forexample, the police, insurers, banks or credit card companies

e The DPOwilldocument each breach, irrespective of whetheritisreportedtothe ICO.
Foreach breach, thisrecordwillinclude the:

o Factsandcause
o Effects

o Actiontakentocontainit andensureit doesnothappen again (such as
establishing more robust processes or providing further training forindividuals)
Records of all breacheswill be stored onthe school's computer system. The DPO,
Headteacherandotherrelevantstaff wilmeet toreview what happened andhow it
can be stopped from happening again. This meeting will happen as soon as
reasonablypossible.
Actionsto minimise the impact of data breaches
We willtake the actions set out below to mitigate theimpact of different types of data
breach, focusing especially on breachesinvolving particularly risky or sensitive information.
We willreview the effectiveness of these actionsand amend them as necessary afterany
databreach.

Sensitive information being disclosed via email (including safeguarding records)

e |[f specialcategorydatais accidentally made available via emailto unauthorised
individuals, the sender must attempt torecallthe email as soon as theybecome
awareoftheerror

e Membersofstaffwhoreceive personal datasentin errormust alert the senderand
the DPO assoon as theybecome aware of the error

e [f thesenderisunavailable orcannotrecallthe emailforanyreason, the DPO will ask
the ICTdepartmenttorecallit



e In anycaseswhere therecallis unsuccessful, the DPOwillcontact therelev ant
unauthorised individuals who received the email, explain that the information was
sent in error, andrequest that those individuals delete the information and do not
share, publish, save orreplicate it in anyway

e The DPOwillensure wereceive awrittenresponse from allthe individuals who
receivedthedata, confiming that they have complied with thisrequest

e The DPOwillcarryout aninternet search to checkthat the informationhas not been
made public; ifit has, the DPOwillcontact the publisher/website owner or
administratortorequest that the informationis removed from their w ebsite and
deleted

Non-anonymised pupil exam results or staff pay information being shared with governors

e Governorsshouldreceive anonymizedinformation about pupilexam results and staff
payinformation. The DPO must be informed by the meeting convenor assoon as
possible about non-anonymised information being shared with governors

e Governorswil be askedto returntheirpapers bythe meeting convenor. Theywillbe
issued anonymized papersin their place

e Shouldanygovernorbe unavcailableornot present at the meeting, the DPO will
contact these governors and request the papers be destroyed bythe governor. The
governorwillbe asked forwritten confirmation that thishas taken place

e Anypapersthat were sent electronicallywillneed to be deleted by governors. The
DPO willask forwritten confirmation that these emails andfiles have been
permanently deleted

e The DPOwillcamryout aninternetsearch to checkthat the informationhas not been
made public;ifit has, the DPOwillcontact the publisher/website owner or
administrator forequest that the informationis removed from theirwebsite and
deleted

A portable school device containing non-encrypted sensitive personal data being lost,
stolen or hacked

e Fornon-encrypteddevices,the DPOwillrequest a summary of the files that were
being stored onthe device and alist of the sensitive personal datathat was being
stforedon the device

e Wherepossible,the DPO willcontact those people who have had theirsensitive
personaldatalost, stolen orhacked and explainthe incident to them

e The theftorhack of adevice willbereported tothe police by the DPO.Lost devices
willalso beregistered with the police

e The DPOwillcarryoutinternet searches to checkthat the information has not been
made public;ifit has, the DPOwillcontact the publisher/website owner or
administratortorequest that the informationis removed from their w ebsite and
deleted



e Appendix7: data breach

. Defining ‘personaldata’

The GDPR appliesto ‘personaldata’ meaning any information relatingto an
identifiable person who can be directly or indirectly identified in particularby reference
to an identifier.e.g. name, identificationnumber, location data, photo, or online
identifier.

. Personal datathathasbeen pseudonymised —e.g. key-coded - can fall withinthe

scope of the GDPR dependingon how difficultit is to attribute the pseudonymto a
particularindividual.

The GDPR refers to sensitive personaldata as “special categories of personal data™ -
genetic data, and biometric datawhere processed can uniquely identify anindividual.

Defining a data breach

a. A‘personaldatabreach’ meansa breach of security leadingtothe accidentalor

unlawfuldestruction, loss, alteration, unauthorised disclosure of, or access to, personal
datatransmitted, stored or otherwise processed.

Whoshould Itell2

a. If youknow of or suspect a databreach you shouldimmediately contactthe Data

o

Protection Officer whois the BusinessManager.In theirabsence the Head Teacher
must be informed.

The Head Teachersrole

The Head Teacher will require the Data Protection Officer to investigate any breach,
take whateverrecovery actionsas may be appropriate, notify subjectsand ICO in the
event of a breach, and make any changesto practices, policiesand or procedures as
is necessary to preventreoccurrence.

In the absence of the Data Protection Officer, the Head Teacher willappoint a Deputy
Data Protection Officer to fulfil theimmediate demands of the Data Protection Officer
role.

Data Protection Officer’s role

The data protection officer will:

Notify the Head Teacher;

Investigate the matterto determine whetherthere has been a breach or near miss;
Take immediate action torecover datawhere possible;



. Notify the data subjectsas to what datahasbeen disclosed, fo whom and how, and
toinform them of actionstaken to remedy the breach, and advise them of theirright to
register a complaint withthe ICO (helpline 03031231113);

. Notify the Information Commissioner’'s Office of the breach and actionstaken;

Notify the Chair of Governors;

. Keep arecord of all actionsand when taken.

. Reportinga data breach

a. Notification to Data Subjects

The DPO willcommunicate withthe data subjects of a personal data breach, without
undue delay, where that personaldata breach is likely to resultin a highrisk to the
rights and freedoms of the naturalperson in order to allow him or her to take the
necessary precautions. The communication should describe the nature of the personal
databreach as well asrecommendations for the natural person concerned to mitigate
potential adverse effects. Such communications to data subjectsshould be made as
soon as reasonably feasible andin close cooperation with the supervisory authority,
respectingguidance provided by it or by otherrelevant authoritiessuch as law-
enforcement authorities.

. Nofificationto the ICO.

The GDPR introducesa duty on all organisationsto report certain types of personal
databreach to thelICO. You must do thiswithin 72 hours of becoming aware of the
breach, where feasible.

The ICO can be contactedat:

Information Commissioner's Office

W ycliffe House

W aterLane

Wilmslow

Cheshire

SK9 5AF

Tel: 0303123 1113 (localrate) or 01625545 745 Furtherguidance and
documentation can be found at:

https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-
regulation-gdpr/personal-data-breaches/
. Remedial processes

a. If a breachhasoccurred the Data Protection Officer willinvestigate to see whetherthe

breach can be mitigated by, for example, freezing email accountsor retrievingthe
data.

. Data subjectsshould be given information and recommendationsabout what actions
they cantake to protect themselvesand to limit the damage caused by the breach.
This may involve discussion withthe ICO to obtain theiradvice first.

. Postimplementationreview

. After allthe above actionshave been taken the Data Protection Officer willreview as

appropriate the schools processes, systems and trainingin order to improve the data
security.They will, if required, draw up an action plan with time lines and clear


https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/personal-data-breaches/

responsibilities which they will share with the Audit Committee untilallactionsare
completed or struck out as no longer necessary.



